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ABSTRACT
Digital transformations have become a defining feature of the twenty-first century. The pace 
of change driven by new technologies often outstrips the State’s capacity to adapt. Drafting 
legislation and developing systems to safeguard democracy, citizens, and public assets is 
inherently slower than the capital investments in science and technology made by global 
corporations. Consequently, states have sought rapid responses that have proven globally 
insufficient, both in securing rights and in curbing exploitation. One of the most common 
strategies for narrowing the gap between these technological transformations and state 
oversight is to draw an analogy between the material and the digital. As a result, legal 
frameworks refined over centuries to curb the abuses of economic actors within the social 
fabric are being transposed from the physical world to the digital realm. This transposition, 
however, has proven misguided and ineffective. This article investigated the impact of the 
digital-material analogy on the concept of “sovereignty” and provides a comparative analysis 
of North American and Brazilian proposals across several key domains of digital legislation. 
The findings suggest that Brazil is lagging not only in the development of these technologies 
but also in the State’s efforts to assert the rights of its citizens and protect public goods. 
Ultimately, the digital proves more complex than the material analogy suggests.

Keywords: digital sovereignty; cyberspace; digital transformations; artificial intelligence; 
State control.
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THE IDEA OF SOVEREIGNTY

Sovereignty is a fundamental concept in contemporary life. Indeed, a nation’s existence 
fundamentally depends upon possesing “sovereign”. Deriving from the Latin superanus, the 
term refers to the holder of supreme power. To exercise sovereignty over a territory is to serve 
as the “final authority” in determining its trajectory. However, since the late twentieth century, 
the traditional understanding of the concept has faced significant criticism. Modern geopolitics, 
marked by the rise of diverse international actors, the consolidation of global institutions, and 
the codification of human rights, has rendered the term “sovereignty” porous, to say the least. 
Ultimately, the concept has become relative to a State’s actual capacity to project power. This 
text examines the meaning of digital sovereignty and its relationship to the conceptualization 
of digital space in the twenty-first century. Jean Bodin (2009) defines sovereignty as “[…] 
the right to impose laws generally on all subjects regardless of their consent” (Bodin, 2009, 
p. 33). Writing within seventeenth-century interpretive frameworks, Bodin recognized that 
sovereignty extends beyond mere legislation. For Bodin, humanity is first subject to “divine 
law,” from which the very essence of sovereignty originates. Consequently, he argues that 
human sovereignty is not absolute but is instead grounded in “true” religion, which interprets 
the divine will:

If we insist however that absolute power means exemption from all law whatsoever, 
there is no prince in the world who can be regarded as sovereign, since all the princess 
of the earth are subject to the laws of God and of nature, and even to certain human 
laws common to all nations (Bodin, 2009, p. 27-28).

While Bodin views sovereignty as emanating from the divine to the ruler, Thomas 
Hobbes establishes sovereignty as a human construct bounded by territory. Within these 
borders, Hobbes posits that a social contract functions by granting a central authority the 
power to regulate human conduct. In Leviathan, Hobbes defines sovereignty as “absolute”1 
and indivisible. To effectively overcome the State of Nature, this power must be total, limited 
only by the geographical frontiers to which it is tethered.

In “Perpetual Peace” (“A paz perpétua”), Immanuel Kant further expands and softens 
the concept. Where Bodin saw divine fullness and Hobbes saw a contract independent of 
the ongoing will of the participants (a tacit pact), Kant views sovereignty as fundamentally 
dependent on the rationality of citizens who recognize the necessity of cooperation in State 
organization. For Kant, the limits of sovereignty are defined not only by geographical borders, 

1	  In Hobbes’s argument, it is logically inconsistent to conceive of a sovereignty subject to any superior power. Consequently, the 
divine authority central to Bodin’s conceptualization vanishes. Hobbes fundamentally alters both the nature and the source of sovereignty 
as envisioned by Bodin. By redefining sovereignty as a human construct, he situates its origin in the people, who establish this power in 
their pursuit of protection and security.
“For by art is created that great Leviathan called a Commonwealth, or State (in Latin, Civitas), which is but an artificial man, though of 
greater stature and strength than the natural, for whose protection and defence it was intended; and in which the sovereignty is an artificial 
soul, as giving life and motion to the whole body; the magistrates and other officers of judicature and execution, artificial joints; reward 
and punishment […]” (Hobbes, 1651, p. 7).
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but also by respect for rights and by the promotion of individual moral autonomy2. Sovereignty 
thus shifts from a tacit pact to a conditional collective action, guided by both the rationality of 
subjects and their moral agency. Sovereignty becomes increasingly legitimate as it respects 
the cognitive and moral limitations of the individual.

The evolution of the concept from the sixteenth century to the present reflects a twofold 
adjustment. First, sovereignty transitioned from a divine attribute interpreted by a monarch 
to later become a core element of the State’s institutional order. Individuals now access 
sovereignty only through their relationship with the State, rather than through divine right 
or tacit endowment. As Perry Anderson (1995) suggests, the formation of the modern State 
eventually depersonalized sovereignty; by the eighteenth century, the concept was entirely 
subordinated to the State apparatus. Sovereignty was no longer the personal prerogative 
of a ruler; institutionally, it became embedded within the capacities and requirements of the 
State itself.

Conversely, the concept of sovereignty has had to adapt to contemporary economic 
and productive relations. While sovereignty was confined by State borders between the 
sixteenth and eighteenth centuries, during the nineteenth and twentieth centuries, capitalism 
fabricated a notion of sovereignty that detached itself from physical territories. No longer 
circumscribed by geographic boundaries, resources – including goods, capital, and labor – 
bear a distinctive marker of origin that signifies their submission to a primary State authority, 
regardless of where they are situated. The concept of private property thus intersects with 
the meaning of sovereignty; while one cannot claim that sovereignty is always fully exercised 
over private property, neither can one assume that private property remains immune to 
sovereign disputes.

At this juncture, laws, principles, and legal instruments – whether consensual or 
otherwise – emerge to mediate conflicts between sovereignty and private property. Sovereignty 
is no longer restricted to physical borders but is recognized as an indispensable component 
of a diffuse power exerted over goods and assets in the world. Capital, for example, acquires 
the right to “free circulation” and is no longer subordinated to its place of origin. Commodities 
acquire rights to the protection of their material integrity and also of their privacy.

In the twentieth century, the term “sovereignty” and its practical application grew 
increasingly complex, as absolute sovereignty effectively ceased to exist. Furthermore, if 
sovereignty is shared – contrary to the indivisibility argued by Hobbes – then it appears to 
exist only through logical contradiction.

To resolve such contradictions, the law customarily distinguishes among domains 
in which sovereignty is exercised. Sovereignty is established as the set of rules, customs, 
and political actions emanating from a State, encompassing four functional domains: (1) the 

2	  “The forms of a State (civitas) can be classified either according to the persons who possess the supreme power in the State or 
according to the way in which the people are governed by their chief, whoever he may be. The first is properly called the form of sovereignty 
(forma imperii), and only three such forms are possible: that is, only one, or some who are joined together, or all who together constitute 
civil society possess the sovereign power (autocracy, aristocracy, and democracy—the power of the prince, the nobility, or the people). 
[...] – nevertheless, from the throne of the highest legislative power, reason absolutely condemns war as a legal recourse and makes the 
State of peace a direct duty” (Kant, 2020, p. 13-18).
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administration of justice; (2) the protection of boundaries (whether territorial, corporeal, or 
value-based); (3) the organization of economic production (governing rules, conditions, and 
prohibitions); and (4) the levying of taxes (on formation, transaction, or transit).

Contemporary States are considered sovereign only when they possess both the legal 
standing (de jure sovereignty) and the effective capability (de facto sovereignty) to execute 
these four tasks over defined territory, or over the capital, commodities, and individuals in 
question. Sovereignty thus implies a monopoly on final decision-making within these four 
political-economic areas, though its existence may be partial in relation to time or space3.

The term has shifted from a meaning restricted to physical territory – as seen in Bodin 
and Hobbes – to a malleability that serves the interests of contemporary capitalism. Moving 
away from a definition enclosed within a physical denotation, sovereignty has moved toward 
a “sovereignty of origin.” This is determined by ownership at the moment a commodity or 
capital is created, or by an individual’s birth (the formative act of the social pact), all of which 
remain subject to State interests4.

Now, the contemporary crisis of the concept of sovereignty relies precisely on the 
progressive dissolution of its seemingly pacific relationship with borders. As a matter 
of fact, such a crisis is determined by factors such as the globalization of the flows of 
goods and information; it is actively produced by the mobility rights achieved by men 
and women, and yet contrasted, filtered, slowed down or accelerated by both formal 
and informal devices of global governance (Chignola, 2021, p. 2).

Digital Sovereignty in the Twenty-First Century

One of the defining features of the twenty-first century is the emergence of a non-
physical space in which human, State, and capital interests operate at increasing speed and 
scale (Bratton, 2016).The digital world presents a paradox: it is an immaterial space composed 
of non-materialities (information, concepts, ideas, and meanings) binarily encoded in specific 
locations, yet it substantially alters the our planet’s entire materiality.

Convinced by the demise of the Cold War and the magic of a new technology, people 
accepted the view that history as we once knew it was ending and that, along with 
the end of politics as we once knew it, there would be an end to the laws propagated 

3	  These references arise from a reading of the works of Carl Schmitt and his understanding of sovereignty as unquestionably linked 
to the notion of the “border” and, in practical terms, considers the concept to be aligned with “[...] ao interesse público, ou ao interesse de 
Estado, à segurança pública e ordem” (Schmidt, 2005, p. 5, tradução nossa).
Original: “[...] the public interest or interest of the State, public safety and order, le salut public, and so on” (Schmidt, 2005, p. 5).
“[...] ou ao governo controlado pelo espírito do comercialismo[...]” (Schmidt, 2005, p. 10, tradução nossa).
Original: “[...] a self-governing body controlled by the spirit of commercialism [...]” (Schmidt, 2005, p. 10).
4	  A significant part of the problematic dimension surrounding twenty-first-century sovereignty arises from the conceptual divergence 
between dominium and imperium. Whereas the former entails possession and is organized around meanings derived from the material 
world, the latter establishes authority and is more closely associated with the conditions of the immaterial world.
“In the years preceding its Hobbesian theoretical definition, then, the concept of sovereignty appears to be deeply influenced by global 
perspectives, tensions and problems. The Empire and the State constantly mirror each other on a juridical threshold that represents the 
trigger of the modern conceptual device. This happens precisely through a continuous exchange between the logic of ‘imperium’ and the 
logic of ‘dominium’ that resignifies legal practices and lexicons as well as the categories and exempla taken from ancient historiography” 
(Chignola, 2021, p. 9-10).
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by that most dismal of sciences, economics. Constraints once imposed by scarcities 
of resources, labor, and capital would end, or at least loosen significantly, and a new 
economics of cyberspace (a “network economics”) would make it easier for societies 
to grow and, especially, to grow rich (Mosco, 2004, p. 16).

The same path of epistemological accommodation that the concept of sovereignty 
followed – from a rigid notion of space to a more subtle notion of time and property, aiming 
to function as a defining condition of the State – can also be observed when one considers 
the historical trajectory of the concept of “digital space” (cyberspace5).

The term “digital” refers to a world assembled in machine language, where information 
is created, manipulated, controlled, or modified by altering only two digits (0 and 1 in the binary 
system, the foundation of programming). Initially incomprehensible to the general public, the 
digital world was eventually rendered meaningful through an analogy with physical space. 
Thus, just as there was a physical space in which we lived and interacted (governed by the 
senses of touch, smell, hearing, etc.), the digital world was perceived as a non-material 
“space” existing through digital code or reference6. This established an initial perception 
that cyberspace existed only because a specific set of information required connection to a 
physical infrastructure (the hosting server).

Since the 1960s, this analogy has served a dual function. On the one hand, it has 
made it possible to understand what this “digital world” might be, so that human beings – 
shaped by sensory experience and taking it as the basis of reality7 – were able to comprehend 
(construct, think about, discuss, and communicate) the digital world by drawing analogies 
to their physical frames of reference and lived experience. On the other hand, defining the 
digital as a “non-material physical space” also allowed for adapting all historically constructed 
reflections on politics, legislation, and rights (which had been created to regulate material 
spaces) to this new reality. Understanding the digital as a (territorial) “space” likewise enabled 
the traditional functions of the State to be adapted to the emerging non-material domain.

In this sense, liberal thought shaped the meaning of the digital world through the lens 
of sovereignty. If a State is sovereign only when it can exercise the four actions previously 
mentioned within its territory, then, under the physical-space analogy, digital sovereignty implied 
that exercising sovereignty in the digital world required the capacity to: (1) penalize, attribute 
guilt, or determine the innocence of subjects operating digitally; (2) create, modify, and enforce 

5	  The term “cyberspace” first appears in William Gibson’s 1984 novel, Neuromancer: “Os japoneses já haviam esquecido mais 
neurocirurgia que os chineses jamais haviam aprendido. As clínicas negras de Chiba eram de ponta, escolas inteiras de conhecimento 
técnico suplantado mês a mês, e mesmo assim não conseguiram reparar o estrago que ele havia sofrido naquele hotel em Memphis. 
Um ano ali e ele ainda sonhava com o ciberespaço, a esperança morrendo um pouco a cada noite. Todo o speed que tomou, todas as 
voltas que deu e as esquinas de Night City por onde passou, e ainda assim ele via a matrix em seu sono, grades brilhantes de lógica se 
desdobrando sobre aquele vácuo sem cor [...]” (Gibson, 1984, p. 15).
Translation: “The Japanese had already forgotten more neurosurgery than the Chinese had ever learned. The black clinics of Chiba were 
cutting-edge, whole schools of superseded technique slanted month by month, and still they couldn’t repair the damage he’d suffered in 
that Memphis hotel. A year here and he still dreamed of cyberspace, hope fading nightly. All the speed he’d taken, all the turns he’d taken 
and the corners he’d cut in Night City, and still he’d see the matrix in his sleep, bright lattices of logic unfolding across that colorless void 
[…]” (Gibson, 1984, p. 15, editorial translation).
6	  I choose not to use the dichotomy “digital world” versus “real world,” as I understand the digital to be real as well. Throughout 
this article, the dichotomy “physical world” versus “digital world” will be used.
7	  It is undeniable that humanity has always grappled with the notion of an “ideal” world operating primarily beyond the realm of 
materiality. However, the primacy of materiality over philosophy from the nineteenth century onward relegated the immaterial to a more 
marginal role than it had occupied in previous centuries.
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rules for access; (3) determine the limits and conditions for the creation and distribution of 
economic value generated by digital space; and (4) levy taxes for the administration of this 
new space. Naturally, the same historical institutions that asserted functional control over 
the State’s material space were the first to claim legitimacy in establishing similar relations 
of dominance over digital space.

The Nation State claimed the right to control this “new world”8, as a necessary 
consequence of the prior historical existence of its rights and powers, which had been 
constructed and organized to operate in the material world. The digital was thus viewed as 
a mirrored appendage of the material world, to which existing institutions and rules should 
be applied by analogy.

Consequently, the rights and duties of the material world were adapted for digital 
space, generally following the same original analogy of the digital as a “non-material physical 
space.” The “embedded liberalism” of twentieth-century thought assumed control over the 
digital world through the concepts of privacy, freedom, and economic value generation. While 
this analogy had the historical merit of enabling a functional understanding of digital space 
(at least until the 1980s), it also created a conceptual prison that captured and constrained 
the specific potential and uniqueness of cyberspace.

In other words, thinking of digital space as an analogy for physical space implies 
transposing the socio-historical categories used by the State to control physical territory onto 
the digital world. This operation is more complex and less effective than common sense 
suggests.

Thus, under the prevailing interpretation, a digital space must be anchored to 
geographic space (territory) for State control tools to operate with minimal effectiveness. 
The right to “freedom of movement,” established in the eighteenth century as a human right, 
became, by analogy, the basis for “freedom” in the digital world. The rights to privacy and 
the intangibility of the human body underwent a similar analogical shift to become “digital 
privacy,” while notions of capitalist property (material or intellectual) became central to the 
fiscal and tax controls established over the digital world during the 1980s, 90s, and 2000s.

We did not create a new normative framework suited to a “non-material physical” 
(digital) world. Instead, we performed a transition by analogy, applying existing social, political, 
and economic understandings and the enforcement of laws historically established for the 
material world. This process unfolded with a degree of authoritarianism on the part of nations 
that were in a position to be the first to establish frameworks of control and governance over 
the digital world (the United States and European countries).

The liberal conception of the State – including its functions, instruments, and obligations 
– has, in many ways, acted as a cognitive constraint on our understanding of the digital world. 

8	  While the State may be historically viewed as the definitive product of political disputes among various styles of social organization 
attempted over time, this evolution remains ongoing within the digital world. States have not yet succeeded in fully appropriating or controlling 
the digital domain; they generally exert control only through the correlation of punishment and the regulation of those who hold economic 
interests derived from digital activities. Consequently, there is no mechanism for controlling the digital except through the threat of sanctions 
directed at specific subjects, and their assets or earnings, within the material world.
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Through this imprecise analogy, the rights and guarantees afforded to citizens in the physical 
world were transplanted to digital space with little to no adaptation to its fundamental essence. 
For instance, the right to privacy, which evolved from the eighteenth century as a safeguard 
for the individual against State overreach, was reduced in its digital application to the mere 
protection of “data.” Here, the analogy operates with an emphasis on reducing the individual 
to data in order to protect against State authoritarianism. The assumption (by analogy) is that 
protecting data protects the individual.

This relationship, however, creates more room for problems of understanding than 
it succeeds in offering solutions to contemporary questions. I do not address here the legal 
distinctions between “secrecy” (segredo) and “confidentiality” (sigilo)9, which are essential 
considerations for the digital realm, and poses and essential question: what, exactly, are we 
protecting in cyberspace?

Thus far, the answer has relied on the same analogical structures. Data deemed 
worthy of protection are typically those that allow a user to be located, identified, or recognized 
in the physical world – specifically network entry addresses (IP – Internet Protocol) linked 
to information that identifies the user in the material sphere. In this view, the digital world is 
perceived as having only an accessory existence, subordinate to its physical counterpart. 
While browsing histories have more recently been added to the set of “protected” data10, 
significant gaps remain in the protection of the individual11. On one hand, the individual is 
commercially appropriated by “Big Tech”; on the other, they serve as a vector for attacks on 
contemporary democracies.

In this conceptual twilight of the early twenty-first century, several corporations began 
to view the individual immersed in the digital world not as a physical person acting through a 
specific medium, but as a “digital citizen.” This reflects a conscious realization that previous 
analogies are no longer functional; treating the digital simply as a mirror of the material is 
unsustainable.

Consequently, the notions of privacy and freedom required updating. While the State 
remained analog, technology companies began to operate on the premise of a “digital being.” 
The protection of “data of origin”, the focus of late twentieth-century legislation, lost its primacy 
in the business models of companies like Google and YouTube (Zuboff, 2019). These entities 
began to capture, analyze, and monetize the “behavioral trajectories” – searches, queries, 
purchases, and histories – of citizens in the digital world. What mattered was no longer data 
of origin (those that identify the user in the physical world) but rather choices, preferences, 

9	  Secrecy (segredo) operates as an inherent State, that which must be hidden from public scrutiny by its very nature, whereas 
confidentiality (sigilo) establishes a similar concealment based on specific circumstantial or conjunctural conditions. While secrecy is a 
constitutive property of the object being protected, confidentiality is a relation between necessity and possibility, imposed by specific social, 
political, or economic interests.
10	  Particularly revealing in this context are the testimonies of Peiter Zatko regarding Twitter before the United States Senate 
Committee on the Judiciary on September 13, 2022 (U.S. Senate Committee on the Judiciary, 2022), as well as the deposition of Eugene 
Zarashaw concerning the mechanisms and locations of Facebook’s personal data processing (Biddle, 2022).
11	  It is essential to distinguish between the digital as a mirror of the material world, where the digital persona is merely an image 
of the physical individual, and the digital as an autonomous realm. In the latter, a digital individual emerges who exists independently of, 
distant from, or even in opposition to their material existence.
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and expressions collected individually and anonymously and processed statistically, forming 
a “typified digital individual” that digital and psychological models appropriated to generate 
knowledge.

The digital world thus detached itself from the physical world.With the consolidation 
of the individual within the digital world through social networks (and no longer as a mere 
reflection of the physical), the only relevant parameters for the performance of digital activities 
became those existing exclusively within the digital realm. Email replaced physical letters for 
almost all needs of public and private life. With the emergence of electronic documents, the 
State itself conceded defeat and began to use the digital as a basis for civil, legal, and social 
identification. Such data consolidate a “digital citizen.”

Parallel to this, consumption, traditionally a physical act (eating, clothing, housing), has 
generated an entirely new space for economic value within the digital world, as exemplified 
by platforms like Uber or iFood. At the beginning of the twenty-first century, the material world 
gradually became accessory to the digital world, and today, essentially, the only information 
the physical world needs to provide to the organizational logics of digital societies is the 
delivery address for material consumer goods.

In this new State of affairs, reflecting on democracy is paramount. Initially, the body of 
rights established from the eighteenth century onward was intended to protect the individual 
confined to the material world. Privacy, freedom of thought, and the sanctity of home and 
body (understood as intimate) had the primary function of preserving the sociological and 
philosophical core of what the materially constituted individual is, as eighteenth-century 
liberalism defined. The State protected the biological life, its sociological functioning, political 
action, and the philosophical capacity for individual choice.

Even as we transitioned into an “information society”12 (at the end of the twentieth 
century), that information was controlled and modulated by State instruments and commercial 
interests. Control over radio and television signals, and telecommunications legislation of 
the 1970s and 1980s, exemplify this process. At that time, citizens needed guarantees of 
freedom and privacy to operate within democracy. In short, the legally codified protection of 
the citizen in the material world, from privacy to freedom, is fundamental to the contemporary 
exercise of democracy. The central question is whether such protections remain effective 
when applied merely by analogy to the new digital citizen, or if the exercise of democracy 
now requires a fundamentally different regulatory framework.

Can this analogy serve as a conceptual matrix for digital regulation? Is it sufficient 
to assert that “what constitutes a crime in the physical world is a crime in digital space”? 
Furthermore, by protecting citizens solely through the mirroring of their physical-world personas 
in the digital realm, can we ensure the preservation of free and democratic political choice? 

12	  Here, I draw a distinction between the Information Society and the Digital Society based on the milestone of the consolidation 
of the “digital citizen.” As long as the mirroring between the digital and the material ensured the digital as accessory, we were living in an 
“information society” (twentieth century). In the twenty-first century, the digital world constitutes itself autonomously and gives rise to a 
digital society (Mosco, 2017).
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Does protecting “digital privacy” alone guarantee the conditions for autonomous, individual 
thought that democracy seeks to secure? The fundamental difficulty in addressing these 
questions lies in the conceptualization of cyberspace itself.

The Concept of Cyberspace

The genesis of this conceptualization lies in the analog communication networks of 
the 1950s and 1960s (telephone, radio, and television). Consequently, the original notion of 
cyberspace was defined by a specific set of constitutive elements: (I) the access point, (II) 
the routing node, (III) the destination point, and (IV) information packets (data). Digital space 
was thus delimited by the functional relationships established during data communication 
(Fang, 2018, p. 28).

Gradually, this meaning consolidated into the image of a “network” that connected 
access points to locations both digitally and physically. This interconnectedness created 
the illusion of an immaterial yet real space, conceived by analogy with physical space, and 
therefore deemed subject to State coordination and regulation. Identifying those responsible 
for actions in the digital world invariably required an exit from that realm and a return to the 
material world to identify, blame, prosecute, tax, or demand restitution.

In 1997, the United States established digital registration and allocation systems, 
transferring the management of these addressing numbers, which individualize network 
access, to ICANN (Internet Corporation for Assigned Names and Numbers)13, a private entity. 
Digital space was thus mapped, with permissions and revocations placed under the jurisdiction 
of a U.S.-based corporation. This marked only the beginning of jurisdictional disputes over 
sovereignty in cyberspace (Konkas, 2023).

Until this point, mapping digital space and defining its form through addressing 
numbers was synonymous with possessing that space. This perspective informs the definition 
provided by the U.S. government’s National Military Strategy for Cyberspace Operations14, 
which defined cyberspace as:

[…] a domain characterized by the use of eletrocnics and electromagnetic spectrum to 
store, modify and exchange information via networked systems and physical structures 
(Departament of Defense Washington, 2006, p. 9, emphasis added).

Until the turn of the twenty-first century, protecting citizens – under the principle of 
analogy between the material and the digital – required the State only to protect an individual’s 

13	  In Brazil, this role is currently carried out by the Brazilian Internet Steering Committee (Comitê Gestor da Internet – CGI.br). 
14	  DEPARTAMENT OF DEFENSE WASHINGTON. The national military strategy for cyberspace operations (U). 
Washington: Departament of defense, 2006. 54 p. Available at: https://nsarchive2.gwu.edu/NSAEBB/NSAEBB424/docs/Cyber-023.pdf. 
Accessed on: 25 jul. 2025.
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identifying data and the information they intentionally stored15. It was precisely the States’ 
delayed comprehension of how the digital world operated, that allowed private corporations 
an opportunity to generate unprecedented wealth. While the prevailing concept of cyberspace 
protected identifying data and intentionally produced information, it left the user traffic – the 
information generated by an individual’s movement – wholly unprotected. This includes data 
such as online purchases, visits, preferences, “likes,” and expressions. Google and other 
corporations rapidly organized their digital presence to encourage not only the creation of 
digital profiles and social networks but also continuous, 24-hour navigation and activity, 
thereby maximizing information production.

For this reason,the rapidly declining cost of access to global computer networks since 
the 1980s and 1990s, with a clear trend toward zero cost, is unsurprising. This shift stems not 
from a reduction in access costs driven by “new technologies,” but from a business model 
that relies on data generated by individuals as they move through these networks16. Greater 
connection time yields a higher volume of information, which in turn increases the profits of 
companies operating in this niche.

Image 1 – Internet Transit Price

Source: DrPering.net, c2014.

In the twenty-first century, “Big Tech” companies have encouraged States to recognize 
digital access as a human right and to promote “digital citizenship.” From this perspective, 

15	  It is crucial to distinguish between information intentionally deposited on networks and data extracted through individuals’ activities 
within the digital world. Regarding the former, a relatively stable consensus exists: this information is protected by analogies to intellectual 
property in the physical world. Regarding the latter, the traces of a user’s trajectory and movement through networks, “Big Tech” companies 
assert ownership rights. This claim rests on the premise that such information could not exist without the tracking mechanisms developed 
and deployed by these corporations. Consequently, these companies position themselves as the creators of these datasets, which have 
now become significantly more valuable than intentionally shared information.
16	  Aggregated data represent averages. When stratified, the data reveal that in peripheral regions with low consumption levels, 
values remained stable or experienced only marginal reductions (as in Latin America); in some instances on the African continent, costs 
even increased (Kazeem, 2019).
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every digital citizen becomes a constant producer of network transit information17, which 
generates economic value. Similar to the rise of public education in the nineteenth century, 
the logic suggests that States should bear the costs of digital inclusion so that individuals can 
supply the raw material, as digital citizens, to private enterprise, now operating on a global 
rather than merely national scale. 

However, unlike information that distinguishes individuals in the material world (their 
name, address, document numbers, or their specific intellectual and artistic productions 
within the network), this new set of information that digital citizens produce is NOT their 
property, such that it may be organized, reorganized, appropriated, and sold according to the 
interests of private companies. The commodification of digital individuals implies their 
alienation from the information they themselves produce. At this juncture, the capitalist 
analogies between twentieth-century physical property and twenty-first-century digital property 
conveniently dissolve.

The value generated by appropriating transit information has become so immense that 
companies no longer find it necessary to establish links between the digital and the material. 
The proliferation of fake profiles across social networks, met with little concern or control, 
demonstrates that the identifying information used to distinguish individuals, the focal point 
of twentieth-century State legislation and security, has become irrelevant.

Large digital companies no longer care who you are or where you are; such information 
is irrelevant to generating value in the digital world. What they need is your digital profile. Digital 
companies can obtain and appropriate commercially relevant information by mapping the 
choices, preferences, or aversions of any user whatsoever (real, parodic, hidden, anonymous, 
etc.), even when these are not identified or distinguished in the material world, and they can 
sell it as if it were their property. For the construction of psychographic digital profiles that can 
be used for marketing or political strategies, identifying material-world citizens in the digital 
world is now entirely unnecessary. Put differently, the set of information that the profile “blue 
kitty” produces online has the same value as that which the profile “Antônio Silva” produces, 
the latter being fully identified and individualized in the material world.

Although States still lack effective control over this information, they have begun to 
recognize the massive value generated by the appropriation of transit data. While no specific 
taxation yet exists for this form of human digital production and appropriation, the concept 
of cyberspace is being gradually redefined, not only to “protect” users but also to grant the 
State greater sovereignty and control over the digital realm.

In a 2003 document titled The National Strategy to Secure Cyberspace, the White 
House defined “cyberspace” as:

17	  While information that individualizes a individual and enables their location in the physical world is protected, under the premise 
that the individual retains ownership, the vast remainder of information produced in the digital realm is treated as being “held” by no one. 
Every instance of accessing a commercial website, the specific pages viewed, the duration of time spent on a site or screen, “likes,” and 
other signals of approval or disapproval generate a massive volume of data. Twenty-first-century digital business models have appropriated 
this information as a primary means of generating value.
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[…] composed of hundreds of thousands of interconnected computers, servers routers, 
switches, and fiber optic cables that allow our critical infrastructures to work (United 
States, 2003, p. vii)18.

While this definition is functionally limited, it represents an expansion of the term’s 
twentieth-century meaning. Previously, the term covered only servers and information-storage 
repositories, excluding end-user devices (such as personal computers), as well as routers 
and intermediate routing nodes.

By 2022, the concept adopeted by the National Initiative for Cybersecurity Careers 
and Studies (NICCS) – under the U.S. Cybersecurity and Infrastructure Security Agency 
(CISA) – had shifted from “cyberspace” to “cyber ecosystem.” The agency defines this as:

The interconnected information infrastructure of interactions among persons, processes, 
data, and information and communications technologies, along with the environment 
and conditions that influence those interactions (NICCS, 2025, online).

The distinction is substantial. The analogy that guided twentieth-century society, 
viewing digital space as a “real but immaterial space”, is gradually dissolving. In this newer 
conceptualization, the core no longer lies in the notion of ‘space,’ but rather in a system of 
relationships and interconnections. Consequently, the focus of State protection has shifted 
from identifying data and storage locations to individuals in digital environments, their choices, 
their surroundings, and the conditions of their interactions

Based on this revised understanding of the “digital,” the analogy with physical space 
(which informed early State interventions) is being discarded in favor of a new conceptual 
framework. State protection and control, the hallmarks of sovereignty, can no longer be 
established solely at the physical junctures where the digital and physical worlds meet (such 
as servers, switches, and cables) It is now imperative to develop mechanisms to protect 
the “digital environment” itself, the “interactions” of users, and the tangible consequences of 
these actions in material life.

The digital fabric is moving away from the analog notion of “space” and toward a 
contemporary sense of “time”, a shift that mirrors the broader epistemological transformations 
of the twenty-first century19. The illusion of digital space is dissipating; its transformation into 
a continuous “space–time” is precisely what enables the massive generation of economic 
value in the digital world. Paradoxically, this same transformation now threatens the stability 
of contemporary democracies.

18	  UNITED STATES. The National Estrategy to secure cyberspace. Washington: The White House, 2003. Available at: 
https://www.cisa.gov/uscert/sites/default/files/publications/cyberspace_strategy.pdf. Accessed on: 30 aug. 2023.
19	  Among the developments currently under study or already established, twenty-first-century epistemology has ceased to treat 
the objective and subjective as distinct entities, mirroring the inseparability of time and space as posited by the Theory of Relativity (Wendt, 
2015).
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The Protection of Democracy

One of the most urgent contemporary challenges concerns the impact of the digital 
sphere on democracy.20. Recent transformations21, exemplified by the Brexit referendum and 
the Brazilian elections of 2018 and 2022, have created regulatory complexities that exceed 
both the traditional instruments of the twentieth century and the early regulatory efforts of the 
twenty-first. Both the control and appropriation of user-traffic data and the digital construction 
of individual personas have been politically exploited through micro-segmentation techniques 
(Eisenberg; Cepik, 2002).22.

A profusão de novos canais e plataformas de comunicação torna praticamente 
impossível os controles e responsabilização cível ou penal baseados na ultrapassada 
analogia do mundo digital como com um “espaço” que espelha o material. Uma pacata 
senhora aposentada de 65 anos no mundo real pode ser uma ativa neonazista no mundo 
digital, operando nas redes sociais a partir de um celular vinte e quatro horas por dia. Se nem 
as informações de passagem produzidas pelos usuários no mundo digital são propriedades 
destes usuários (pois estas são as fontes de geração de valor pelas Big Tech), então crimes 
cometidos no mundo digital (como as “fake news”) parecem deter uma condição ontológica de 
não terem autoria, ficando mais além das capacidades de controle (soberania) do EstadoThe 
proliferation of communication channels and platforms makes civil or criminal accountability 
extremely difficult when it relies on the outdated analogy of the digital world as a ‘space’ 
that mirrors the physical world. A quiet, retired 65-year-old woman in the physical world, for 
example, may act online as an active neo-Nazi, operating through a smartphone around the 
clock. If traffic data are not treated as the user’s property, even though they constitute Big 

20	  “A revolução digital, em particular o forte desenvolvimento das redes sociais, alterou radicalmente o funcionamento da nossa 
democracia. Oferece inúmeras novas possibilidades de comunicação e de acesso a uma quantidade infinita de informações. Mas a Internet 
também deteriorou a qualidade que tradicionalmente estava assegurada na informação, reduziu o nível dos debates e inundou o espaço 
público de slogans simplistas, notícias falsas e polarização. Substituiu as comunidades reais, que uniam pessoas reais, solidárias entre 
si, por bolhas virtuais, que não proporcionam aos seus membros ligações genuínas” (Council of Europe, 2022, p. 3, tradução nossa).
Original: “The digital revolution, in particular the strong development of social media, has radically changed the functioning of our democracy. 
It offers a myriad of new possibilities to communicate with each other and to access infinite information. But the internet has also undermined 
the traditional quality assurance of information, lowered the standard of debate and filled the public space with a deluge of simplistic slogans, 
fake news and polarisation. It has replaced the real communities that bound real people together, caring for each other, with virtual bubbles 
that do not give their members a rooting in anything real” (Council of Europe, 2022, p. 3).
21	  “Cyberspace is not just the space in which myths are enacted; it also contributes to mythic thinking today, because it embodies 
the sense of betwixt and between (or, more formally, what cultural theorists call liminality). Myths are fed by the sense that we are leaving 
one era, the Industrial Age, and entering a new one, with a host of names, most of which, like “Information Age” and “Digital Age,” have 
to do with computers. The “then” and “now” markers change depending on whether one accentuates the technological, the economic, the 
political, the social, or the cultural (e.g., are we moving from the factory to the office? From modernism to postmodernism?). They also 
change depending on how one feels about (e.g.) the difference between the Information Age and the Surveillance Society” (Mosco, 2004, 
p. 32).
22	  A form or process of utilizing large databases on digital networks to map communication patterns and address exclusive 
communication styles for specific groups, with the aim of increasing the adherence, reliability, and legitimacy of the message conveyed, 
often regardless of whether the content is true or not.
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Tech’s primary source of value, then digital crimes, such as the dissemination of ‘fake news’, 
take on an ontological status of authorless action. This effectively places them beyond the 
State’s capacity for sovereign control23.

Conceiving the digital as a mirrored “physical space” to apply, by analogy, the control 
mechanisms of the modern State has proven insufficient for safeguarding democracy. Cloud 
computing, for instance, has undermined this analogy, as “servers” can no longer be treated as 
localized, individualized physical points of entry subject to jurisdiction or punishment regarding 
the information they distribute. Within this regulatory gap, threats proliferate. Corporations 
sell behavioral data to political entities, which in turn may act aggressively against democratic 
institutions without functional opposition from State powers.

In the physical world, policing, borders patroling, surveillance, and anonymous reporting 
were developed to control space and enforce sovereignty. This is largely because, in the 
material world, matter does not replicate or vanish at a speed exceeding the State’s capacity 
to identify, control, or document it. Whether considering the suppression of extremist ideologies 
or the taxation of physical goods, the materiality of existence serves as the foundation for the 
institutional exercise of sovereignty. Over the past twenty years, this condition of materiality 
has ceased to exist in the digital world24.

All attempts to impose physical control over the digital realm have faltered. Regulations 
such as traceable code, mirroring programs, data retention, and other forms of information 
singularization have reached their limits. NFT technology25 represents a prime example: 
a desperate attempt to preserve the analogy between the digital and physical worlds by 
artificially reproducing scarcity, an inherent characteristic of the material realm. Unlike in the 
digital world, a murder weapon or a taxable product in the physical world does not multiply 
infinitely or disappear instantaneously26. This fundamental feature of the digital world remains 
a formidable challenge to the effective exercise of State sovereignty.

Much of this problem stems from the persistent analogy of the digital as a ‘space’ that 
requires a singular materiality (or at least a data-constructed facsimile) to be intelligible to the 
human mind. From which physical base do cyberattacks originate? Where is the access point 
of a user threatening democratic stability? The spatial referent inherent in these questions 
remains crucial for current State tools to operate; yet, digital existence without a material 
referent remains difficult to comprehend, particularly for societies rooted in analog history.

23	  Up until the completion of this article, I awaited the final text of PL 2630, which the Brazilian government proposed to regulate 
Big Tech and “end fake news.” Due to the same problems pointed out throughout this article, the Brazilian attempt is also futile. It suffers 
from issues in legal design, a lack of technical capacity within the state, and a profound ignorance of the scale of information production 
that exists in today’s digital world. Even the DSA (Digital Services Act), the regulation the EU proposed, will only come into force in 2024, 
and in practice, we still lack effective examples of state protection.
24	  In the material world, two bodies cannot occupy the same space at the same time, and matter cannot be replicated without a 
massive expenditure of energy and time. In the digital world, by contrast, everything is replicable, consumable, and disappears leaving 
almost no trace.
25	  NFT literally stands for “non-fungible token,” in the sense that it will not disappear or be replicated in its essence. It is an attempt 
by the digital world to recreate the scarcity of the material world and confer “value” upon certain digital objects. A work of art that the digital 
world produces can be infinitely copied, and no possibility of scarcity exists. In traditional economic perception, its value would always be 
the same and tend toward zero. With the creation of “NFTs,” digital capitalism attempts to break away from this characteristic of the digital 
world and thus apply the logic of value-through-scarcity well known to the world.
26	  One of the most successful attempts to prevent the erasure and modification of data is blockchain technology, which is enabling 
the consolidation of digital currencies, according to Professor Gláucia Campregher (2022).
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The North American Experience

The velocity of digital transformation has outpaced the adaptive capacity of global 
societies and institutions. While the United States dominated the digital landscape throughout 
the twentieth century, founding the corporations that index, manage, and exploit it, the 
U.S. remains strikingly unprepared for contemporary shifts in the digital economy and their 
accompanying social upheavals.

Sociologist Vincent Mosco (2004) posits a fundamental rupture between the digital 
world as it existed before Big Tech27 and the one reshaped by these conglomerates. The 
twenty-first century has catalyzed profound changes in how society functions within the digital 
realm. Although the U.S. controlled the development of global computer networks during the 
twentieth century28, the sheer scale of twenty-first-century information production has stripped 
the American State of its ability to maintain dominance and scrutiny of its network.

The repercussions are manifold, ranging from a perceived loss of State control, 
triggering security investigations into failures that preceded the 2001 WTC attacks, to probes 
into trafficking and digital crime. Consequently, American society has begun to demand a 
level of oversight that the State, in its current form, can no longer provide.

In this vacuum, Big Tech has stepped in. This era marked more than a shift in value 
extraction; the rise of social networks (such as Facebook, Twitter, and YouTube) effectively 
birthed “digital subjects.” Previously, human presence on networks was ephemeral, with 
the internet serving primarily as a communication tool or data repository. Social networks, 
however, generate digital (existence) life. By creating a profile, users establish a digital 
identity in the digital world. Their tastes, political stances, and discursive styles are captured 
and commodified as user “traffic data.” In this model, the user’s physical name or address, 
details the material world subjects to “confidentiality”, becomes irrelevant. Platforms often 
profit more from pseudonymous or “fake” profiles, which reduce legal maintenance costs 
while remaining equally viable for data harvesting. This transition has rendered the twentieth-
century framework of digital governance entirely obsolete.

Once people became digital subjects, they migrated their lives to these networks. 
Verbs of action once reserved for the material world – consuming, learning, collaborating, and 
even criminal acts like theft or kidnapping – are now performed digitally. Contemporary social 
networks no longer rely on names; instead, they extract data on political, social, and commercial 
behavior, ideally twenty-four hours a day. Consequently, the entire struggle of twentieth-century 
governance frameworks to prevent the disclosure of an individual’s “confidential information” 

27	  Big Tech is the term used to refer to the group of companies that control and operate within the digital world. Google was created 
in September 1998, Facebook in February 2004, and Uber, for example, in March 2009. Each of these services is backed by a company, 
such as Alphabet Inc., the controller of Google, YouTube, etc.
28	  From the 1960s until 1997, the North American “Department of Commerce” controlled all permissions and even the indexing 
of network addressing. In 1997, the U.S. government transferred this attribution (and the monopoly on assigning names and registration 
numbers) to the company ICANN (Internet Corporation for Assigned Names and Numbers), which maintains its attributions to this day 
(ICANN, 2021). 
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has become anachronistic. The current model of value extraction dispenses with nearly all 
information connecting the physical to the digital; with the exception of delivery addresses 
for purchased goods, platforms require nothing else to sustain themselves.

As these digital selves move through networks, they leave behind records of 
communication patterns, political behavior, commercial preferences, and conduct29. In the 
twenty-first century, the digital world extracts value precisely from the kinds of information 
that the twentieth century treated as unimportant (often labeled “garbage” or data exhaust). 
Whether that information comes from a profile with a real name and photograph or from a 
fake profile with a stuffed animal avatar and an arbitrary pseudonym makes no difference to 
contemporary platforms. The “stuffed animal” profile will consume, share, and produce just 
as a “real” profile does; in digital environments, individualization no longer needs to mirror the 
material world. This shift raises a fundamental question: what, then, does the State actually 
need to protect?

In the twentieth century, the State focused on physical addresses, identification 
numbers, and other data points that, by analogy with the material world, it considered as 
especially significant. This shift in what matters most remains poorly understood by States today, 
including the United States. Trillions of dollars have been generated from digital informational 
residues – information no one valued in the twentieth century – while State controls proved 
ineffective30 for both social protection and revenue collection. Essentially, Big Tech companies 
have spent the last decade in a lawless capitalist paradise. Digital enterprises operating in 
gambling, gaming, and the sale of virtually any imaginable good or service have crowded 
into online networks, amassing billions while leaving the State increasingly powerless. This 
paralysis stems from the primordial analogy discussed in this article: relating the digital to the 
material no longer allows the digital realm to be understood as it currently functions.

The moment the State realized it needed to reconceptualize the digital world, based 
on entirely new parameters, came with the emergence of Cambridge Analytica and the 
systemic manipulation of political meanings within society. The June 23, 2016 referendum, 
in which the United Kingdom decided to leave the European Union, unveiled a digital world 
for which all previous control tools had become obsolete.

The United States, Europe, and much of the world came to realize that what required 
protection was not stationary information stored on a server regarding a user’s origin or 
material characteristics. Rather, it was the human condition of individual, well-informed, 
and critical decision-making. The digital world was capturing the essence of our political 
constructs and the fundamental unit of democracy itself: the conditions under which people 
form judgments about the world.

29	  I refer to all such information here as “data in transit,” as it is generated throughout the duration of a citizen’s connection to 
cyberspace.
30	  The most striking example was Cambridge Analytica, which acquired billions of data points from Facebook (at a price of two 
or three dollars per profile). At the time, these were not protected because they were “de-identified.” Facebook (Meta) gradually modified 
its privacy terms to commit only to protecting individualizing information in the material world, rather than “data in transit,” which was 
subsequently sold to Cambridge Analytica (Mccallum, 2022).



Ci.Inf. • Brasília DF• v.55, n.1. 2026 17

﻿﻿﻿﻿﻿

The commodification of this new ‘product’ by Big Tech has facilitated the resurgence of 
fascism. Supported by significant capital, the far right has deployed digital communication tools 
to bypass the traditional attributes of popular leaders, such as communication skills, charisma, 
and empathy. In today’s digital politics, it is possible to manufacture figures equivalent to Martin 
Luther King or Mandela out of thin air through sophisticated communication strategies. This 
has granted the far right the electoral success needed to attack the very concept of democracy.

Even more striking is that Big Tech companies sell this information and extract financial 
and political value from every network interaction, yet declare themselves neutral and legally 
immune to the content produced through their tools. This dual behavior, being present to 
claim profits and property while remaining absent when assuming responsibility, is now the 
central issue in digital governance studies31.

In April 2022, the U.S. Supreme Court began examining these issues in the case of 
“Reynaldo Gonzalez et al. v. Google”32. Essentially, the plaintiffs argue that the indexing and 
recomending information cannot be considered a neutral act:

Mere posting on bulletin boards and in chat rooms was the prevalent practice when 
section 23033 was originally enacted. But over the last two decades, many interactive 
computer services have in a variety of ways sought to recommend to users that 
they view particular other-party materials, such as written matter or videos. Those 
recommendations are implemented through automated algorithms, which select the 
specific material to be recommended to a particular user based on information about 
that user that is known to the interactive computer service. The public has only recently 
begun to understand the enormous prevalence and increasing sophistication of these 
algorithm-based recommendation practices (United States, 2021, online).

This particular case addresses a core question: “What should be protected within the 
digital world?” The petitioners argue that the indexing and offering of content is not performed 
by a “neutral” algorithm. If such procedure generates profit through the sale of advertising 
and indexed preferences, the platforms must be held accountable for the harms that the 
displayed information may produce:

That financial structure has given rise to the now widespread practice of recommending 
(for want of any agreed upon better term) material to website users, in the hope of 
inducing them to look at yet more material and thus to remain ever longer on that 
website. Many of those recommendations are based on algorithms, which review 
all the information an interactive service provider has about each particular user, 
and selects for recommendation the material in which that user is most likely to be 

31	  One need only consult the European Union research reports from 2021 and 2022 to understand how central this issue 
has become to European politics. The continent faces a dual challenge: the difficulty of taxation and regulation, and the struggle to 
establish accountability and ensure the protection of digital citizens (see, for example, the “Report of the High-Level Group on European 
Democracy,” January 31, 2022).
32	  UNITED STATES. Court of appeals for the Ninth Circuit. Petition for a writ of certiorari filed. No. 21-1333. Julgado em: 
22/06/2021. Available at:https://www.supremecourt.gov/docket/docketfiles/html/public/21-1333.html. Accessed on: 25 jul. 2025.
33	  Section 230 of Title 47 of the Telecommunications Act of 1996 states that “No provider or user of an interactive computer 
service shall be treated as the publisher or speaker of any information provided by another information content provider” (U.S. 
Congress, 1996, p. 101). This provision provides the foundation of the legal “shield” that Big Tech companies invoke against civil or 
criminal liabilities.
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interested. “[A]lgorithms [are] devised by these companies to keep eyes focused on 
their websites.... ‘[T]hey have been designed to keep you online [...] (United States, 
2021, online).

While the Supreme Court had not issued a ruling by the time this article was completed, 
the issue clearly demands a full paradigm shift. State legislation should no longer seek to 
protect digital “space” through material-world analogies centered on identifying physical citizens. 
Nor should static data stored on servers remain the State’s primary object of protection. What 
is at stake, instead, is protecting the “time” individuals remain confined to the digital world. 
Reframing cyberspace in terms of “network time” makes it possible to safeguard individuals’ 
very capacity to make sense of reality, while holding platforms accountable for how they index 
and present that reality to digital citizens.

It remains unclear whether this paradigm shift will be sufficient to protect citizens 
(and, by extension, politics and democracy) in the digital world. Even so, the path pursued by 
the United States appears more promising for addressing the problem than recent Brazilian 
initiatives, for example. These initiatives are examined below.

The Brazilian Path

The analogical relationship between the digital and physical worlds first emerged 
in Brazil with the 2018 Lei Geral de Proteção de Dados (LGPD—General Data Protection 
Law)34. The difficulty in delimiting the scope of this law stems precisely from reliance on this 
analogy. Article 3, for instance, stipulates that the law:

aplica-se a qualquer operação de tratamento realizada por pessoa natural ou por 
pessoa jurídica de direito público ou privado, independentemente do meio, do país 
de sua sede ou do país onde estejam localizados os dados (Brasil, 2018, online)35

This is followed by three items that attempt to establish geographic precision by 
emphasizing “national territory.” While this clearly invokes the principle of sovereignty, and 
the intent to legislate within national boundaries, it relies on an ill-fated analogical notion 
of “territory” that, as previously discussed, has been largely abandoned in global digital 
governance36.

34	  BRASIL. Lei n.º 13.709, de 14 de agosto de 2018. Lei Geral de Proteção de Dados Pessoais (LGPD). (Redação dada pela 
Lei n.º 13.853, de 2019). Brasília: Presidência da República, 2018. 
35	  Translation: “applies to any data processing operation carried out by a natural person or by a public or private legal entity, 
regardless of the means used, the country in which its headquarters are located, or the country where the data are located” (Brasil, 2018, 
online, editorial translation).
36	  The European Digital Services Act (DSA) and Digital Markets Act (DMA) no longer restrict their jurisdiction to European territory 
as the physical location of “servers” holding stationary information. Instead, they assert sovereignty over all data accessed by European 
citizens: “A fim de assegurar a eficácia das regras estabelecidas no presente regulamento e condições de concorrência equitativas 
no mercado interno, essas regras deverão aplicar-se aos prestadores de serviços intermediários, independentemente do seu local de 
estabelecimento ou da sua localização, desde que ofereçam serviços na União, tal como comprovado por uma ligação substancial à 
União” (União Europeia, 2022, online).
Translation: “In order to ensure the effectiveness of the rules laid down in this Regulation [...] those rules should apply to providers of 
intermediary services irrespective of their place of establishment or their location, provided that they offer services in the Union, as evidenced 
by a substantial connection to the Union” (União Europeia, 2022, online, editorial translation).
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Article 5 seeks to define the law’s specific regulatory objects, listing 19 items in an 
effort to capture the four constitutive elements of the digital world: sender, receiver, medium, 
and message37. This effort to substantiate and specify the elements subject to regulation fails 
because it maintains a rigid analogy with the material world (Nemer, 2022). Such a failure 
creates significant loopholes that allow the law’s core regulatory purpose – the protection of 
the citizen and the Brazilian State – to be circumvented.

Notably, the text of the law never references terms such as ‘cyberspace,’ ‘digital 
ecosystem,’ or other expressions current in contemporary digital-governance debates. The 
phrase ‘digital means’ appears only once (at the beginning of Article 1) AND DOES NOT 
RECUR. Consequently, the law’s scope is confined to ‘stationary data’ and their geographically 
material (national) referents. Already outdated and unable to define the very terms it seeks 
to govern, the 2018 law is conspicuously misaligned with contemporary usage.

Brazilian digital governance is currently regulated by two legal statutes (Law No. 14,129 
of March 29, 2021, and Complementary Law No. 182 of June 1, 202138) and eight decrees 
(Nos. 10,996; 10,782; 10,332; 10,278; 9,756; 9,854; 9,637; and 9,319, issued between 2018 
and 2022), along with various ordinances and a resolution from the 2013–2015 triennium. 
In the main document, Law No. 14,129, none of the contemporary terms mentioned above 
appear; instead, Article 4, item XI, States that it will employ the concepts established in the 
2018 LGPD39. This perpetuates a theoretical and epistemological error by failing to adapt to 
the contemporary meanings of the “digital” in accordance with global developments.

Curiously, despite relying on this flawed theoretical framework, the law attempts to 
be “modern” by constructing the concept of a “digital citizen,” establishing a break from the 
tradition of mirroring the digital and material worlds. Article 42 of Chapter V asserts that “the 
bodies and entities referred to in Article 2 of this Law may, at the user’s option, carry out all 
communications, notifications, and summonses by electronic means.” The danger here is 
that, lacking a solid framework for defining twenty-first-century digital space, the law skips 
an essential step: it renders historical material-world procedures (such as summonses and 
notifications) unnecessary and replaces them with digital analogies. The incongruity of this 
analogy is evident; however, it is vital to recognize that this troubled path toward legislative 
“modernization” – by leaping over crucial stages of regulation, understanding, and theoretical 
frameworks – creates zones of “non-legislation” in the digital world. These gaps can be exploited 
to the detriment of established legal practices40. The Bolsonaro administration’s initiatives 
become even more concerning in Decree No. 10,332 (2020), which sets the annexed goal 

37	  BRASIL. Lei n.º 13.709, de 14 de agosto de 2018. Lei Geral de Proteção de Dados Pessoais (LGPD). (Redação dada 
pela Lei n.º 13.853, de 2019). Brasília: Presidência da República, 2018. Available at: https://www.planalto.gov.br/ccivil_03/_ato2015-
2018/2018/lei/l13709.htm. Accessed on: 25 jul. 2025.
38	  Mentioned here solely regarding the regulation of “startups,” which represent common vehicles for digital innovation in the 
twenty-first century.
39	  As of the conclusion of this article, the content of PL 2630 had not yet been put to a vote in the Brazilian Congress.
40	  Difficulties in effecting service of process to initiate legal proceedings are common in Brazil, and the Supremo Tribunal Federal 
(STF) has often ordered complete nationwide service shutdowns to compel digital service operators to appear before Brazilian judicial 
authorities (Sant’Ana; Falcão; Vivas, 2022). However, such shutdowns have proven ineffective, as there are several ways to circumvent 
the ban, ranging from popular VPNs (Virtual Private Networks) to untraceable browser extensions such as Tor, which operates through the 
deep web.
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of ‘digitizing 100 percent of digitizable public services by 2023.’ Without first addressing what 
cyberspace is and how it should be conceptualized in functional terms, this effort amounts to 
building an empty foundation

The “National Internet of Things Plan” (Decree No. 9,854 of July 25, 2019) is even 
more ineffective at protecting citizens and the State within the twenty-first-century digital field. 
For example, it defines IoT (Internet of Things) as

[...] a infraestrutura que integra a prestação de serviços de valor adicionado com 
capacidades de conexão física ou virtual de coisas com dispositivos baseados em 
tecnologias da informação [...] (artigo 2º, inciso I) (Brasil, 2019, online)41.

Once again, there is no reference to the necessary conceptual–epistemological 
substrate – namely, a representation of the digital appropriate to our time and society. Instead, 
it relies on a parallel analogy that reinforces regulatory incapacity by framing IoT as a “service 
provision,” a superficial attempt to link it to existing regulatory frameworks designed for the 
material world (Pani; Pandey, 2022).

The most recent Brazilian reference to “cybersecurity” and “cyber defense” dates 
back to 2018, with Decree No. 9,637, signed by Michel Temer. Of particular concern is the 
wording of Article 12 (as amended by Decree No. 10,641 of 2021), which grants the GSI 
(Gabinete de Segurança Institucional da Presidência da República) exclusive authority over 
“information security.” This arrangement effectively marginalizes other bodies and instances 
from the decision-making process. Article 13 further emphasizes this centralization, stating 
that the Ministry of Defense, the highest civilian authority, must merely “SUPPORT” the GSI 
regarding cybersecurity (Puyvelde; Brantly, 2019). It is unnecessary to argue that these 
decisions invert the logic of political participation, given that the Bolsonaro administration 
consistently opted to reduce, never to expand, participatory mechanisms.

Brazil’s current digital-governance frameworks are already insufficient and flawed, 
and if the “adjustments” introduced between 2018 and 2022 warrant serious concern, then the 
country’s attempts to address even more contemporary issues verge on disaster. In the field of 
“artificial intelligence” (AI), for example, Bills No. 5,051/2019, No. 21/2020, and No. 872/202142 
exemplify this failure. None has reached a vote, neither engages with the core AI challenges 
explored in contemporary scholarship43. For example, Bill No. 5,051/2019 continues to call 
for the “guarantee of privacy and personal data” (sic) and advocates subjecting AI decision-
making to “human supervision”. This position is practically untenable. The microprocesses 
managed by artificial intelligence systems are simply too numerous for a rigid (stricto sensu) 
notion of human oversight to be viable. Moreover, the legislation remains ineffective even in 
a broad (lato sensu) sense, as it fails to define what artificial intelligence actually is.

41	  Translation: “[...] the infrastructure that integrates the provision of value-added services with capacities for physical or virtual 
connectivity of things with devices based on information technologies [...]” (artigo 2º, inciso I) (Brasil, 2019, online, editorial translation). 
42	  Bill drafts introduced by Senator Styvenson Valentim (PODEMOS/RN), Federal Deputy Eduardo Bismarck (PDT/CE), and 
Senator Vital do Rêgo (MDB/PB), respectively
43	  The three major discussions here concern autonomy, opacity, and responsibility regarding Artificial Intelligences (Chesterman, 
2021).
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Bill No. 21/2020, while slightly more elaborate, attempts to define artificial intelligence 
in Article 2 as:

[...] o sistema baseado em processo computacional que, a partir de um conjunto de 
objetivos definidos por humanos, pode, por meio do processamento de dados e de 
informações, aprender a perceber e a interpretar o ambiente externo, bem como a 
interagir com ele, fazendo predições, recomendações, classificações ou decisões 
[...]44 (Brasil, 2020, online)45.

Under so broad a definition, even terminal programming in legacy scientific calculators 
– or routines in everyday applications like Excel – would qualify, since they already recognize 
external patterns and can “predict” or “recommend” actions. As early as 1950, Alan Turing 
offered a much more precise account of AI’s central problem: its relationship to the human 
element, rather than its submission to it. He approached the issue THROUGH historical, 
political, and social lenses, asking whether mediating rules could be conceived as “time-
invariant” and therefore inherently inhuman:

The idea of a learning machine may appear paradoxical to some readers. How can the 
rules of operation of the machine change? They should describe completely how the 
machine will react whatever its history might be, whatever changes it might undergo. 
The rules are thus quite time-invariant (Turing, 1950, p. 21).

Contemporary issues, such as the distinction between strong and weak AI, the 
practical applicability of these systems, and the critical boundaries between deep learning and 
machine learning, were not even taken into account. Instead, wholly untenable aims, such 
as the “search for neutrality” (Art. 5, item 4), are mistakenly framed as operative “principles”.

To highlight the disconnect between what is being discussed internationally (which, to 
some extent, better reflects the current State of the art in this debate) and what Brazil is still 
debating in its legislation, one can simply compare what Bill No. 872 of 2021 (also on artificial 
intelligence) seeks to regulate with the European Union’s initiative on the same subject. In 
Brazil, Article 2 of that bill reads as follows (Brazil, 2021, online)46:

A disciplina do uso da Inteligência Artificial tem como fundamento:
I.	 O respeito à ética, aos direitos humanos, aos valores democráticos e à diversidade;

44	  The definition is an almost literal copy of Article 3 of a European Union document (Proposal for a Regulation of the European 
Parliament and of the Council Laying down Harmonised Rules on Artificial Intelligence and amending certain Union legislative acts). 
We must understand that this document results from 38 pages of prior discussion and refers to an Annex (as a definition resource) that 
objectively refers to “Machine Learning,” “Deep Learning,” “machine deductive and inductive systems,” and “statistical approaches.” The 
bill’s author disregarded an essential part of the document and created a “copy” that results in the impossibility of any progress toward 
effective regulation.
45	 Translation: “[...] a system based on a computational process that, from a set of objectives defined by humans, can, through the 
processing of data and information, learn to perceive and interpret the external environment, as well as to interact with it, making predictions, 
recommendations, classifications, or decisions[...]” (Brasil, 2020, online, editorial translation).
46	  Translation: The regulation of the use of Artificial Intelligence is grounded o:

i.	 Respect for ethics, human rights, democratic values, and diversity;
ii.	 The protection of privacy and personal data;
iii.	 The transparency, reliability, and security of systems;
iv.	 The guarantee of human intervention, whenever necessary. (Brasil, 2021, online, editorial translation).
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II.	 A proteção da privacidade e dos dados pessoais;
III.	 A transparência, a confiabilidade e a segurança dos sistemas;
IV.	 A garantia da intervenção humana, sempre que necessária.

In contrast, the European Union’s framework47 spans over 108 pages, supplemented 
by several annexes that reflect contemporary legislative rational. It defines its regulatory 
objectives as follows:

e)	 (a) harmonised rules for the placing on the market, the putting into service and 
the use of artificial intelligence systems (‘AI systems’) in the Union;
f)	 (a) prohibitions of certain artificial intelligence practices;
g)	 (b) specific requirements for high-risk AI systems and obligations for operators 
of such systems;
h)	 (c) harmonised transparency rules for AI systems intended to interact with natural 
persons, emotion recognition systems and biometric categorisation systems, and AI 
systems used to generate or manipulate image, audio or video content;
i)	 (d) rules on market monitoring and surveillance (European Commission, 2021, 
p. 38)
While the Brazilian legislative proposal remains focused on “data” and invokes values 

that, albeit essential, are framed in vague and inoperative terms (such as “ethics,” “human 
rights,” and “diversity”), its European counterpart already works with a closed list of prohibited 
AI uses, clearly defined operator obligations, and transparency rules that include specific 
risk-assessment requirements for the deployment of these technologies. At first glance, this 
comparison may seem unfair, since the European Union operates through the bureaucracy 
of a supranational organization shaped, to a large extent, by the bureaucratic apparatus of 
27 member States, whereas the Brazilian effort is confined to a single country. Yet the point 
here is not to compare financial resources, nor the sheer number of people involved in drafting 
these measures, but the underlying conceptions themselves. The Brazilian debate remains 
visibly distant from both consolidated knowledge and the basic premises required to address 
the issue, including a clear understanding of the need for regulatory protection.

Ultimately, the Brazilian bill disregards current technological advances and lacks even 
a minimally operational conceptualization. It also aims to regulate aspects that are either 
impossible to implement (such as the “guarantee of human intervention”) or largely irrelevant, 
such as the redundant “protection of personal data.” Consequently, this bill – which has yet 
to reach the parliament floor – is fundamentally insufficient and incapable of addressing 
contemporary social demands regarding the digital world (Silva, 2021).

47	  EUROPEAN COMMISSION. 2021/0106 (COD). Proposal for a regulation of the European Parliament and of the council laying 
down harmonised rules on Artificial Intelligence (Artificial Intelligence act) and amending certain union legislative acts. Brussels: European 
Commission, 2021. Available at: https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-laying-down-harmonised-rules-artificial-
intelligence. Access on: 28 jul. 2025.
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CONCLUSION

Digital sovereignty is a concept entirely distinct from “sovereignty” as it was understood 
in the twenty-century , in light of the extensive historical re-signification the term has undergone 
since Jean Bodin. While the traditional concept of sovereignty focused on monitoring, 
controlling, punishing, and taxing – and, ultimately, the capacity to determine the fate of 
bodies and goods within specific borders – digital sovereignty operates under a fundamentally 
different rationale, one that cannot be sustained by these same pillars.

If the analogy with material “space,” which has historically guided our comprehension 
of the “digital,” is insufficient for grasping the functions, limits, and possibilities of the digital 
world, we must seek a new conceptual framework. Such a framework must be capable of 
reordering our understanding so that we may comprehend and structure societies amid the 
transformations of the twenty-first century.

This article calls for a shift in how we conceptualize the digital world: away from 
the outdated analogy of digital “space” and toward an analogy of “time.” Global attempts 
to reformulate the digital landscape reveal both a growing discomfort with the physical-
space analogy and an epistemological effort to move beyond it. The emerging consensus 
favors the term “digital ecosystem.” The notion of an ecosystem brings together movement, 
correlations, and synergies that transcend simple utility. Within an ecosystem, every element 
is simultaneously the cause and consequence of the other elements with which it shares 
both time and space.

Understanding the digital world through the lens of time calls for a complete rethinking 
of sovereignty and identifying new objects for State protection.“Big Tech” corporations have 
already moved in this direction. While States continue to legislate based on dysfunctional 
analogies – focusing, for instance, on protecting user privacy and the intellectual property of 
large digital platforms – modern business models remain mostly indifferent to these frameworks. 
In reality, entities such as Meta, Alphabet, or the current leadership of X (formerly Twitter) 
have no vested interest in retaining or disclosing data that identifies individual users in the 
physical world, such as names or identification numbers. Such information is irrelevant to 
the contemporary extractive model.

Today, Big Techs’ focus on profitability – and their primary objective of appropriation, 
lies in “data in transit”. Once de-identified, the massive volume of data collected within a territory 
over a 24-hour period represents the true essence of capitalist accumulation in the digital 
economy. These data enable the construction of powerful statistical models of behavior and 
consumption; they provide insights into human learning patterns, political decision-making, 
and the linguistic referents deployed on specific topics.

This study shows that none of these functions is currently subject to State protection, 
neither from an educational and social perspective nor from a market-oriented standpoint. 
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Instead, such data are still treated as though they were “produced by no one,” with ownership 
unilaterally granted to the taker (the platforms) without any reciprocal benefit to the State or 
to society.

In the transition from the twentieth to the twenty-first century, States failed to perceive 
the emergence of the “Big Tech” conglomerates, largely due to an inability to grasp the 
mechanics of the digital realm beyond the ill-fated physical-world analogy. These capitalist 
enterprises now dominate, exploit, and manipulate the digital world, exercising de facto political 
and economic power. The exercise of this power transcends the digital fabric to impact the 
material world, which, throughout the twenty-first century, has increasingly functioned as an 
accessory to the digital. This shift has left States defenseless against ongoing transformations, 
particularly concerning the stability of political and legal institutions.

Developing a new concept of digital sovereignty is, therefore, one of the most urgent 
necessities of the twenty-first century. Any modern State has the urgent task of adopting new 
concepts of the digital realm that are rooted in its own inherent logic and functionalities Yet, 
few nations are currently positioned to do so. This article has examined the initiatives of the 
United States and Brazil; even the Americans – who served as the global social, political, 
and economic benchmark throughout the twentieth century – are currently at the vanguard 
of understanding and governing the digital world.

The analysis of the legislative trajectories of both Brazil and the United States raise 
important concerns, as both nations still rely on a digital–material analogy that has proven 
ineffective. However, while a conceptual shift in the frameworks for understanding and 
legislating the digital realm is at least discernible in the U.S., Brazil remains well below the 
“State of the art” regarding the knowledge, operation, and regulation of the digital sphere. An 
analysis of the bills currently pending in the Brazilian National Congress makes this disparity 
evident.

Ultimately, this study calls for a fundamental rethinking of the underlying analogy used 
to understand the digital world. We must move away from the concept of a digital “space” 
in which the State must merely defend points of contact with the physical world (such as 
individualized user information, documents, or addresses). Instead, we must understand the 
digital in terms of TIME. The length of time an individual remains connected to the digital 
network must be the primary target of social, political, and economic protection. As people 
inhabit digital environments for ever longer stretches, creating enormous economic value, 
yet receiving nothing in return.

Reframing this analogy requires rethinking the entire legal architecture of protection, 
taxation, regulation, and prohibition. The European Union, for example, is considering an 
annual tax on companies operating in the digital sphere for exploiting the “social time” of the 
population under its jurisdiction.48 As with electromagnetic spectrum and frequency bands, 
digital citizens’ time has now become a taxable asset.

48	  See Recital 101 of the EU’s Digital Services Act (DSA). In principle, “supervisory fees” will be charged to subsidize State costs 
for maintaining oversight structures and remediating damages arising from the exploitation of the European digital realm. However, studies 
are already underway to transform this into a new form of taxation (see Recital 112).
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Likewise, State protections must migrate from the referent of space to that of time. The 
question of a specific digital company’s physical location is no longer pertinent; instead, one 
must analyze the duration of its operation within the lives of citizens. Since the digital realm 
has ceased to be an external network and has become an intrinsic part of human existence 
(with ubiquitous use of PCs, tablets, and smartphones) one can no longer remain bound to 
the analogies of the twentieth century.

Because “time” as a referent is more intangible than “space”, States remain constrained 
by the challenge of defining the digital world and determining how to effectively uphold the rights 
they are historically bound to protect. Technological advancement is so rapid and effective 
in transforming social and economic relations that the democratic State’s own timeline for 
addressing these issues already renders it inert in solving these problems.

Given this predicament, several countries are shifting from attempts at “hard” legislation 
toward so-called “soft” regulations, creating councils and steering committees while also 
investing in public education for the new digital world (digital literacy). Any contemporary 
State intervention in the digital world that is not grounded on the concept of time, the tenet 
of digital citizenship, and an extensive commitment to digital education is rendered obsolete 
by the sheer velocity of technological development.

Instead of protecting addresses, names, and documents, we must protect the entire 
length of time citizens remain connected to the digital world. Because this is impossible 
without the commitment of the very companies that operate that world, it is more feasible 
to work from the other end: educating the digital citizen. This is a drastic shift, and today it 
means that achieving digital sovereignty requires education, research, and technology rather 
than legislation, control, and punishment. And because digital transformations are causing 
serious harm to the material world (urban violence, digital terrorism, sexual violence, fascism, 
and the destruction of democracies) while also creating a new form of colonialism, the The 
State must find a way to ensure that these companies’ profits finance a broad program to re-
educate and upskill “analog” populations the digital world.

Most concerning, Brazil is significantly behind in this shift and even in the basic 
understanding of the digital world. This means we are entering the twenty-first century not as 
a sovereign nation, but as a submissive one, and as citizens exposed to the dangers of the 
digital world, unable either to benefit from it or to transform the world the twenty-first century 
is reshaping. Since these transformations cannot be blocked or delayed, there is an urgent 
need for a catch-up effort to ensure we do not remain stuck in the Middle Ages while the 
rest of the world has already reached high levels of industrialization – an analogy that helps 
explain Brazil’s current scenario.
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