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RESUMO: A integridade da informação tem se tornado um dos temas centrais da 
cibersegurança. No caso da China, manter a soberania digital no ciberespaço significa 
equilibrar as contradições entre a segurança nacional e o desenvolvimento da economia 
digital. O país foi um dos pioneiros em propor o conceito de soberania cibernética e o 
primeiro a sugerir a soberania digital baseada nesse conceito. Por um lado, a China está 
comprometida em construir um padrão igualitário e ordenado para a transmissão 
transfronteiriça de dados. Por outro, também tem se dedicado a lidar com os riscos da 
desinformação para a soberania nacional e a segurança da população. Este artigo 
apresenta a experiência prática da China na governança da segurança de dados, assim 
como uma análise do papel do país na cooperação em cibersegurança dos Brics. 

Palavras-chave: China; cibersegurança; integridade da informação; soberania 
cibernética. 

 

ABSTRACT: Information Integrity has become one of the most important subjects of 
cybersecurity. China is one of the pioneers into proposing the concepts of cyber 
sovereignty and digital sovereignty, to balancing the contradictions between national 
security and the development of the digital economic. On the one hand, China is 
committed to building an equal and orderly cross-border data transmission pattern. 
While on the other hand, China is also committed to dealing with the risks of 
disinformation to sovereignty and people’s security. This paper introduces China’s 
practical experience in data security governance and analyzes China’s role in BRICS 
cybersecurity cooperation. 

Keywords: China; cybersecurity; information integrity; cyber sovereignty. 
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INTRODUCTION 

The concept of Information Integrity has gained significant importance in both technological and 
social contexts, referring to the accuracy, consistency, and reliability of information and data 
throughout its lifecycle. It ensures that information remains unaltered, trustworthy, and free from 
unauthorized modifications, whether due to technical errors, malicious attacks, or deliberate 
manipulation (Baskerville, 1993). This concept is rooted in computer science but has expanded to 
address broader societal challenges and technological advancements (Wang; Strong, 1996), such as 
combating disinformation and ensuring equitable access to truthful information. Its dual nature 
makes it a critical issue in both technological and sociopolitical domains. 

In computer science, Information Integrity is a fundamental principle of data management and 
cybersecurity. Its main goal is to shield data from loss, corruption, and illegal alteration. Access 
controls, which limit who can alter or access data to prevent tampering; data validation, which ensures 
that data inputs meet predetermined criteria to prevent errors; checksums and hash functions, which 
detect changes or corruption in data during storage or transmission; and backup and recovery 
systems, which guarantee that data can be restored to its original state in the event of corruption or 
loss. Since even little data discrepancies can result in serious system failures or security breaches, 
information integrity is intimately related to database management, network security, and software 
engineering in this context (Redman, 1998; Von Solms; Van Niekerk, 2013). 

Beyond its technical definition, Information Integrity has profound social implications. Ensuring the 
integrity of information is key to preserving faith in public institutions, the media, and democratic 
processes in a time of widespread disinformation, fake news, and digital manipulation. According to 
the “United Nations Global Principles for Information Integrity”, information integrity  

[…] entails a pluralistic information space that champions human rights, peaceful 
societies and a sustainable future. It holds within it the promise of a digital age 
that fosters trust, knowledge and individual choice for all (United Nations, 2024a, 
p.3). 

Combating disinformation by promoting accurate and verified information to refute false narratives; 
protecting vulnerable groups by ensuring that campaigns to spread misinformation do not target 
marginalized communities; bolstering democratic processes by preventing the manipulation of 
elections and public discourse; and promoting media pluralism by fostering diverse and independent 
sources of information to prevent monopolistic control of narratives are some of the key social 
impacts (United Nations, 2024a; World Economic Forum, 2023; ČORBA et al., 2024; Brazil; Unesco, 
2024). To ensure that information serves the public interest rather than private or malicious purposes, 
its social dimension highlights the need for global cooperation, regulatory frameworks, and public 
awareness to address these challenges. 

Information Integrity is a cornerstone of cybersecurity. While cybersecurity broadly focuses on 
protecting systems, networks, and data from cyber threats, Information Integrity specifically 
addresses the accuracy and trustworthiness of data within those systems. The relationship between 
the two can be summarized as follows: cybersecurity measures, such as encryption and access 
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controls, ensure that data cannot be altered without authorization, thereby preserving its integrity; 
cybersecurity tools monitor for unauthorized changes or corruption of data, which directly impacts 
Information Integrity; and both concepts aim to build trust in digital systems by ensuring that data 
remains accurate, reliable, and secure. In essence, Information Integrity is a critical component of 
cybersecurity, as compromised data integrity can undermine the security and functionality of entire 
systems. Conversely, robust cybersecurity practices are essential for maintaining Information 
Integrity in an increasingly interconnected and digital world. 

With the development of globalization and the advent of the era of artificial intelligence (AI), 
emerging economies and countries of the Global South are playing an increasingly important role in 
cyberspace governance. The attitude and practice of data governance adopted by developing 
countries such as China and Brazil will largely determine the development model of global 
governance in the digital age. Therefore, this article discusses the basic ideas and practical experiences 
on information integrity and cybersecurity from a Chinese perspective. Furthermore, it will also seek 
to discuss the potential of the two countries to jointly promote BRICS cybersecurity coordination on 
the basis of China-Brazil cooperation. 

China’s Understanding of Cyber Sovereignty and Information Integrity 

From Cyber Sovereignty to Digital Sovereignty 

China is one of the world’s pioneers to put forward the concept of “cyber sovereignty”. During the 
10 years from the introduction of the Internet in China in 1994 to the adoption of the “Tunis Agenda 
for the Information Society” at the World Summit on the Information Society (WSIS) in 2005, 
concepts such as “cyber sovereignty” and “information sovereignty” have begun to appear in the 
domestic academic literature (Liao, 2024). 

In Chin’s view, “cyber sovereignty” includes the following meanings. First, national sovereignty 
should be applied to cyberspace. Second, each country can exercise sovereign jurisdiction over 
cyberspace within its territory, enjoying independence of formulation and implementation of laws 
and policies. Third, when it comes to cross-border coordination, “cyber sovereignty” is equal among 
different countries. 

The concept of “cyber sovereignty” is compared with the “multi-stakeholder” model proposed by 
European and American scholars. The “multi-stakeholder model” emphasizes that individuals, 
enterprises, social organizations and governments in cyberspace share the right to govern cyberspace. 
Although this concept also includes state actors, it highlights the relative independence of cyberspace 
from state power. As a result, in practice, European and American countries use the concept of 
“multi-stakeholder” to assert that cyberspace is a field of free competition, and artificially resist 
developing countries, including China, to exercise jurisdiction over the sovereignty of cyberspace. 
This claim of developed countries has for some time created a false perception that European and 
American countries do not emphasize cyber sovereignty. While this misconception was corrected by 
the political security problems reflected in the 2016 US presidential election and the “Prism scandal”.  

Therefore, for China, building a cyber sovereignty order means adhering to the principle of sovereign 
equality while accommodating different social actors to participate in cyber governance. As can be 
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seen from China’s official documents over the years, the Chinese government has always tried to 
apply the principle of openness and cooperation to the principle of sovereign equality. 

At the 2nd World Internet Conference in 2015, President Xi Jinping pointed that the principle of 
sovereign equality established in the U.N. Charter is the basic norm of contemporary international 
relations, and its principles and spirit should also be applied to cyberspace. In terms of cyberspace 
governance system, it should be multilateral and multi-party coordinated, with consultation of all the 
parties. Governments, international organizations, Internet companies, technical communities, non-
governmental organizations and individual citizens should all play their roles (Xi, 2015). 

In 2023, the World Internet Conference released “Cyber Sovereignty: Theory and Practice (Version 
4.0)”, which emphasizes the principles of sovereign equality and justice while advocating the principle 
of cooperation. This means that China is committed to respecting the cyber sovereignty of other 
countries and opposing cyber hegemony and interference in internal affairs. At the same time, China 
calls on all countries, international organizations and all sectors of society to participate in the Internet 
governance system and fully consider the interests of all parties (Internet Society of China, 2023). 

Following this spirit, the Ministry of Foreign Affairs of China launched “Strategy for International 
Cooperation in Cyberspace” in March 2017. The proposal to oppose hegemony and to suppor 
countries’ independent choice of development path is specifically interpreted as follows. 

“Countries should not use ICTs to interfere in other countries’ internal affairs, and should not use 
their own advantages to undermine the security of other countries’ supply chains of ICT products 
and services” (China, 2017). 

The document describes the spirit of multi-party cooperation as the “principle of co-governance” 

[...] highlight the role of governments, international organizations, Internet 
companies, technical communities, non-governmental organizations, and 
individual citizens to build an all-dimensional and multi-faceted governance 
platform… The international community should jointly manage and equitably 
distribute basic Internet resources, establish a multilateral, democratic and 
transparent global Internet governance system, and realize the sharing of Internet 
resources, shared responsibility and joint governance (China, 2017). 

Based on the diverse application scenarios of the principle of sovereignty in cyberspace, various 
parties in the international community have put forward concepts such as “data sovereignty” and 
“digital sovereignty” in recent years. 

“Data sovereignty” emphasizes the strategic value of data, and its essence is that in the era of big 
data, the strategic value of data is receiving unprecedented attention. Countries have actively explored 
the effective governance of data, trying to find a balance between ensuring security and promoting 
development. The “European Data Strategy” and the “European Data Governance Regulation 
Proposal” issued by E.U. in 2020 are the best showcases. 

In 2020, the European Parliament published “European Digital Sovereignty”, in which “digital 
sovereignty” was clearly defined as  
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Europe’s ability to act independently in the digital world, which should be 
understood in terms of both protective mechanisms and defensive tools to 
promote digital innovation, including cooperation with non-EU companies.  

This concept is proposed by the E.U. to maintain independence, competitiveness and leadership in 
the face of competition in the digital world, emphasizing the ability of countries to lead their own 
digital development. 

In recent years, Chinese scholars have gradually formed and improved China’s understanding of 
“digital sovereignty” and “data sovereignty” in the process of exchanges with European scholars. 

Similar to “cyber sovereignty”, Chinese scholars have pointed out that each country has the right to 
independently regulate the data collected and generated within its territory. The legal regulation of 
cross-border data should maintain the public international law order based on sovereign states, 
respect sovereign differences as a principle, take the United Nations and its international arbitration 
institutions and mutual legal assistance agreements between states as the main channels for dispute 
resolution, and achieve the implementation through equal participation of all countries sharing and 
governance of cross-border data (Zhai, 2018; Qi; Pan, 2015). 

Some scholars have also analyzed the unique properties of introducing the concept of sovereignty 
into cross-border data transmission governance, including the blurring of sovereignty boundaries, the 
weakening of independence and the strengthening of interdependence among sovereigns in the 
Internet environment (Xiong; Wang, 2024). Others have also pointed out that, the digital sovereignty 
can be divided into three different aspects: the infrastructure layer, the application layer, and the core 
layer. Among them, the core layer, including political security and ideology security, is inviolable, 
while the infrastructure layer and the application layer are shareable and transferable, and the 
transferability and exclusivity of sovereignty are flexible and changeable with the development of 
international rules (Hao, 2016). 

Two Components of Digital Sovereignty: Orderly Data Flow and Information Integrity 

One of the most important aspects of data (digital) sovereignty is that it provides basic guidelines for 
cross-border data flows. China’s approach to cross-border data flows is “orderly flow”. First, it 
recognizes the need and importance of maintaining cross-border data flows. Second, data flow must 
follow the principle of equality, security, and order. Third, governments should play a leading role, 
focusing on maintaining the safety and reliability. Fourth, it encourages companies and other non- 
state actors to actively participate. 

In terms of data storage and ownership, the entering of user-created data into the storage device does 
not mean that ownership of the data is unconditionally transferred to the owner of the device. Users 
who provide data have the right to ensure that the data is used properly and does not threaten their 
own interests, and have the ultimate sovereignty over the disposal of data. Any disposal of the data 
should be explicitly authorized by the user, especially when the data is being mined. 

When it comes to the common development of digital economy, the goal of countries, especially 
developing countries, is not to block the free flow of data, or to divide the global cyberspace with 
sovereign barriers, but to ensure that all countries, including those whose technological capabilities 
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are temporarily vulnerable, will not have their legitimate interests harmed due to differences in 
capabilities. The goal pursued by sovereign states is that the use of data can promote the interests of 
the original providers of data, rather than becoming a tool for the excessive pursuit of self-interests 
by a few actors with technological advantages. 

With regard to the value of data resources, China sees data as the common property of all humankind, 
which means it should benefit as many actors as possible. Advanced actors with technological 
advantages, whether countries, companies or any form of association, should not abuse their own 
advantages uncontrollably, threatening, squeezing or even depriving the legitimate rights and interests 
of weak actors (Shen; Yao, 2018). 

China’s understanding of data sovereignty, in addition to emphasizing the role of the state in data 
flow, is also reflected in China’s commitment to combating and countering disinformation and 
balancing the boundaries of security and freedom in content and data governance processes. 

“Disinformation” is distinguished from “misinformation” in its nature. “Disinformation” is defined 
as “intentional misinformation”, which has three characteristics: false content, misleading intention 
and organization of action. These three characteristics mean that disinformation, while violating 
citizens’ right to personal information, is also likely to cause social and cultural impact due to its scale 
of dissemination, ultimately affecting the management process of the state and government. Driven 
by AIGC technology, the cost of generating and disseminating disinformation has become lower, 
which makes the risk of disinformation more extensive (Yuan, 2022; Peng, 2022; Qi, 2024; Lu; Dang, 
2024). 

Considering the dissemination mechanism of disinformation, it can be roughly divided into two 
variables: technical factors and social factors. At the technical level, the anonymity of the Internet 
and social media and the speed and breadth of information dissemination allow false information to 
spread quickly and affect public perception. At the social level, unexpected public events and public 
opinion emotions may also promote the accelerated dissemination of disinformation, and 
disinformation can even be used as a geopolitical tool to pursue political interests (Sun, 2025; Yuan, 
2022; Huang; Yao, 2024). 

In view of the above characteristics of disinformation, Chinese scholars have put forward diverse 
governance strategies from multiple dimensions. 

From the legal aspect, it is necessary to improve relevant laws and regulations, clarify the definition 
and punishment standards of false information, and strengthen legal sanctions against false 
information disseminators. For example, the introduction of “The Interim Measures for the 
Management of Generative Artificial Intelligence Services” provides a legal basis for the management 
of false information. Technological innovation is also seen as an important tool in the fight against 
disinformation. Through the development of advanced algorithms and artificial intelligence 
technology, the rapid identification and filtering of false information can be achieved (Chen; Ma; Ma, 
2024; Hu, 2024; Zhang et al., 2024). 

In addition, the importance of improving public media literacy was also emphasized. The ability of 
the public to think critically and distinguish misinformation is the key to resisting disinformation. 
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Through education and publicity, the whole society can strengthen the public’s immunity to false 
information and reduce the possibility of its spread. At the same time, the government and media 
organizations should strengthen the release of authoritative information, refute rumors in a timely 
manner, and correct the public. Governments, enterprises, social organizations and citizens are 
encouraged to participate in the governance of disinformation and form a pattern of collaborative 
governance (He; Li, 2024; Guo; Wei; Liu, 2024; Nan, 2024). 

In summary, as a pioneer of cyber sovereignty and digital sovereignty, China began to notice the 
important political impact of information and data on sovereignty in a quite early stage of Internet 
development. In the era of artificial intelligence, China’s understanding of digital sovereignty and 
cyber sovereignty has become more comprehensive and complete. At the international level, China 
advocates an open, inclusive, free and equal data transmission order. At the same time and at the 
domestic level, it emphasizes dealing with disinformation through legal, technical and social methods. 
When China pursues information integrity, we always try to balance the contradiction between the 
two basic values of freedom and security. China believes that a good data governance model requires 
proper regulation of cyberspace and information content by state power on the basis of respecting 
the personal privacy of users and citizens. This is not only because individual freedom itself has limits, 
but also because the Chinese government believes that only by creating a good social environment 
through regulation can the development of cyberspace reach its full potential. In Chinese policy 
documents, we describe this kind of orderly and open online environment as “Qing Lang”, which 
originally refers to clear and sunny weather. We use this concept to describe that citizens can use 
integrated information in a secure environment to achieve personal development. 

 

CHINA’S PRACTICES OF DATA SECURITY GOVERNANCE 

The Data Security Law of the People’s Republic of China 

In 2019, the Standing Committee of the National People’s Congress ordered relevant government 
departments to jointly start drafting a data security law. After two rounds of deliberation, the “Data 
Security Law of the People’s Republic of China” was adopted at the 29th meeting of the Standing 
Committee in 2021 and officially implemented in September. It is China’s first specific law on data 
security. 

The “Data Security Law” has seven chapters. Chapter I covers the general provisions, which 
determine the legislative background, basic definition and scope of application. Chapter II defines 
the relationship between data security and development. It emphasizes that both data utilization and 
data security protection share the same level of importance and encourages the rational and effective 
use of data according to law. Chapter III requires the establishment of a data security system, which 
gives classified protection according to the importance and sensitivity of data. It also calls for the 
establishment of review and monitoring warning mechanisms. Chapter IV defines the obligations of 
data security protection and clarifies the responsibilities of data processors and data security 
managers. Chapter V prescribes government data opening and government data security, and also 
emphasizes both security protection and open sharing. Chapter VI sets out the corresponding legal 
responsibilities, and Chapter VII is an appendix (China, 2021). 
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The “Data Security Law” is a composite governance system established under the leadership of the 
government to coordinate security and development. As a developing country that needs to realize 
industrialization and informatization simultaneously, China will inevitably rely on the modernization 
model under the leadership of a strong political party to achieve its own rapid development. In other 
words, the protection of information integrity must be achieved with the help of digital sovereignty. 

The biggest feature of the law is the precise protection of data security. China has established a data 
classification protection system, which protects data according to its importance in economic and 
social development, as well as the degree of harm to national security, public interests or the legitimate 
rights and interests of individuals and organizations once it is tampered with, damaged, leaked, 
illegally obtained or illegally used. The National Data Security Coordination Mechanism has led 
departments to formulate critical data catalogues to strengthen the protection of important data. Data 
relating to national security, the economy, people's livelihood, and major public interests have been 
identified as core data of the state, and a stricter management system is being implemented. All 
regions and departments shall, in accordance with the data classification and hierarchical protection 
system, determine the specific catalogues of important data of their respective regions, departments 
and related industries and fields, and give priority to the protection of the data included in the 
catalogues. These regulations show that the Chinese government is fully aware of the categories and 
characteristics of cyberspace data with great accuracy. 

The purpose of the “Data Security Law” is not to impose one-side restrictions. The law clearly states 
that digital development and security are coordinated by the government. The government believes 
that data development and utilization have the potential to promote data security, and data security 
creates a necessary environment for data development. Therefore, the government is implementing 
a big data strategy, promoting the construction of data infrastructure and encouraging and supporting 
the innovative application of data in various industries. The law has also required all provinces of 
China to incorporate digital economy into their annual plan. The purpose of this law is to regulate 
rather than block cross-border data flows, to regulate rather than weaken the digital economy, and to 
protect rather than suppress the legitimate demands of Chinese citizens for their own data security 
(Shen, 2022). 

The Regulation on Network Data Security Management 

So far, China has issued the “Cybersecurity Law”, the “Data Security Law” and the “Personal 
Information Protection Law”, which constitute the basic structure of China’s data security legal 
system. On September 30, 2024, the “Regulation on Network Data Security Management” was 
officially released, aiming to provide more detailed implementation paths and guidelines for the three 
laws, regulate the most prominent network data security issues at present, and fill the regulatory gap 
in the field of data security management in China. 

The “Regulation on Network Data Security Management” first makes operational provisions on the 
protection of personal information, requiring data processors to ensure users’ right to know and 
privacy when invoking, collecting and processing personal information. Second, the Regulation 
specifies the classified protection of data and sets out the priorities for the relevant regulatory 
authorities when assessing and grading the importance of data. Third, the Regulation clarifies the 
security requirements that need to be met in the process of outbound data transfer and require data 
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processors to take the initiative to declare their behaviors. Fourth, the Regulation stipulates the 
responsibilities of large network platform service providers, requiring large network platforms to 
comply with data security regulations and conduct annual reports. Fifth, the Regulation clarifies the 
supervision and management responsibilities of the national cyberspace administration department 
and clarify the scope of supervision and operation norms of the government (China, 2024). 

The Regulation gives specific operational legal guidance on the current network data security 
protection work of China and its working scope is quite comprehensive. The object of the Regulation 
covers government departments and data service providers and the data security issues involved 
include personal information protection, cross-border data transmission and network platform 
services, which directly responds to the core issues facing the current data governance in China. For 
example, when it comes to the data used in artificial intelligence training, the Regulation requires that 
network data processors of generative artificial intelligence services should strengthen the security 
management of training data and processing activities and take effective measures to prevent and deal 
with network data security risks. Data processors need to strengthen the legal management to ensure 
the compliance of data collection, collecting only the data necessary to achieve the function of the 
model, auditing the data source and clarifying the authorization and legal basis of the data. In the 
process of data processing, advanced privacy protection technology should be adopted to reduce the 
risk of data leakage. In addition, the Regulation also requires generative AI services to conduct 
security reviews of the generated content to prevent the disclosure of sensitive information or the 
spread of harmful information, so as to achieve information integrity. 

The Regulation continues the Chinese government’s long-standing efforts to encourage digital 
innovation. The Regulation is not intended to restrict the legitimate business practices of online 
platforms and data service providers, but to minimize compliance costs for enterprises and promote 
a healthy development of the digital economy. Articles 4, 6 and 7 of the General Provisions emphasize 
that the government encourages the innovative application and circulation of online data in various 
industries and fields, encourages active participation in the formulation of international rules and 
standards and promotes international exchanges and cooperation. At the same time, the Regulation 
clearly supports relevant industry organizations to formulate norms for network data security 
behavior in accordance with the charter, strengthen industry self-discipline and guide users to 
strengthen network data security protection. The regulation has successfully combined network data 
security with industrial development. The general provision of the Regulation points out that the core 
task of the Regulation is to establish a bottom line for data security, but its essence is to provide a 
stable environment and a fair competition order for the development of the industry. 

 

CHINA’S ROLE IN THE BRICS CYBERSECURITY COOPERATION 

The emergence and development of the BRICS countries (Brazil, Russia, India, China, and South 
Africa) has provided a significant opportunity to reshape the paradigm of global cyberspace 
governance. Since these countries together account for a sizable portion of the world's population, 
economy, and digital market, it is impossible to dispute their impact on how digital governance will 
develop in the future. The BRICS nations make up more than 40.4% of the world's population 
(United Nations, 2024b) and provide almost 25% of its GDP (World Bank, 2023), without 
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considering the new member countries. They are rapidly growing their footprint in the digital sphere; 
Brazil and South Africa are becoming important participants in regional digital economies, while 
China and India lead in terms of Internet users and digital innovation. The historical dominance of 
Western nations, especially the United States, in global Internet governance is being challenged by 
the combined strength of BRICS. By advocating for a more inclusive and equitable approach, BRICS 
aims to address the digital divide and ensure that developing nations have a greater say in the rules 
and norms governing the digital world. 

Digital sovereignty in the BRICS countries is crucial for ensuring the control and protection of 
strategic data, recognizing it as an essential resource for economic and social development. These 
countries have adopted data governance approaches aimed at preserving their self-determination in 
managing and regulating data processing, reflecting their significance in the global digital 
transformation landscape (Belli; Gaspar; Jaswant, 2024). As BRICS expands, the ideological 
convergence among its new members, particularly in nations like Iran, Saudi Arabia, and Egypt, 
enhances multilateral collaboration on digital sovereignty, cybersecurity, and cross-border 
information sharing. This growing unity paves the way for more effective promotion of shared values 
and interests on the global stage, including within key institutions like the UN (Ignatov, 2024). For 
effective governance, balancing income distribution, ensuring inclusiveness, and fostering 
international cooperation, particularly among the BRICS nations, are essential. Deepening BRICS 
cooperation on digital economy strategies, establishing information-sharing mechanisms, improving 
transparency, and addressing the socio-economic impacts of technological innovation, such as 
income inequality and workforce training, can ensure sustainable and inclusive growth (Shen, 2024). 

As the largest economy and a global leader in digital innovation in the BRICS, China has been actively 
involved in the cybersecurity discussions among the BRICS countries. At the Coordinator Meeting 
held by Brazil in February 2025, the BRICS countries agreed to make AI governance one of the 
priority themes for the term. The Chinese MFA commented that China has always been committed 
to developing AI that is good for the people, safe and controllable, green and low-carbon, and 
inclusive. AI technology and data are the common wealth of humankind, and it should not and cannot 
be reduced to a tool for maintaining hegemony and pursuing advantages. The BRICS countries 
should help each other to ensure that all countries have equal rights, equal opportunities and equal 
rules, so that AI will benefit all countries. 

China has introduced the “Global Data Security Initiative (GDSI)” in September 2020 (China State 
Council, 2020). China’s aim for a cooperative and fair approach to global data governance is reflected 
in the GDSI. The initiative’s basic principle is that data resources ought to be seen as the collective 
property of all people, not as a strategic resource that can be controlled by one country. 

The spirit of the GDSI is based on several fundamental principles, including: collaborative 
governance, which emphasizes that international cooperation is necessary to establish rules and 
norms for data security that benefit all countries, not just a selected few; shared development, which 
advocates that data resources should be used to promote global development, particularly in the 
Global South, rather than being concentrated in the hands of a few powerful nations; and mutual 
respect and non-aggression, which states that nations should respect each other’s data sovereignty 
and refrain from engaging in cyberattacks or data theft; and accountability, guaranteeing that both 
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governments and companies will become open about their data activities and held responsible for 
any data misuse (China State Council, 2020). 

By advocating for data resources to be treated as the common property of all humankind, China 
positions itself as a counterbalance to the U.S.-centric model of data governance, which often 
prioritizes strategic competition over shared development. Within BRICS, China’s emphasis on 
mutual respect, non-aggression, and collaborative governance resonates strongly with the member 
nations, particularly those in the Global South, who seek to reduce their dependence on Western 
technologies and establish a more balanced global cyberspace order. This leadership role not only 
strengthens BRICS’ collective voice in international cybersecurity discussions but also underscores 
China’s commitment to addressing the digital divide and promoting a multipolar world where 
developing nations have a greater say in shaping the rules of the digital age. 

Chinese scholars have praised the GDSI as a groundbreaking effort to counter the hegemony of 
Western powers in cyberspace because it aligns with the broader goals of BRICS to create a multipolar 
world order where developing countries have a greater voice. The concept of “multilateralism” is 
crucial to this strategy, emphasizing the value of cooperation among sovereign nations. The 
initiative’s focus on data security, which frames data as “the common property of humanity, ” reflects 
China’s intention to create public goods for global cyberspace governance and is consistent with the 
present trends of the information technology revolution (Shen, 2014; Shen, 2020). 

To sum up, China is trying to bring its successful domestic experience of balancing cybersecurity and 
digital economy development to the international level. Building a solid foundation of cybersecurity 
among the BRICS countries will create a trustworthy and reliable environment for digital 
development. The BRICS countries can maximize their influence in global digital transformation only 
by closely cooperating with each other. China advocates a governance model of “Consultation, 
Contribution and Shared Benefits” (Gong Shang, Gong Jian, Gong Xiang). On the basis of respecting 
sovereign equality, China will coordinate cybersecurity policies, jointly promote the development of 
the digital economy and share the benefits of digitalization with BRICS members. 

 

FINAL REMARKS 

In the future, China will further strengthen its efforts in digital governance and uphold national 
security while encouraging the development of the digital economy. In terms of guiding principles, 
China will continue to adhere to its digital sovereignty and resolutely put an end to the negative 
impact of disinformation on the interests of the country and the people. In terms of institutional 
design, China will continue to improve its legal system on data security and formulate more specific 
and operational guidelines under the existing legal framework. Information Integrity will be 
coordinated among individual citizens, enterprises, social organizations and the government to form 
a governance model with extensive participation of all sectors of society. 
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At the international level, with the rise of developing countries, China will deepen its cooperation 
with the Global South represented by the BRICS countries and further promote international 
cooperation on cybersecurity. China will take the GDSI as its guiding principle, fully respect the 
interests of other nations and regard data resources as the common property of all humankind. Under 
the GDSI framework, China's definition of cybersecurity and data security will be a type of security 
community. This means that China will build an open data security system based on the BRICS 
countries, so that all countries in the world can participate in this security community equally. This is 
also the biggest difference between China's security initiative and the one built by developed countries 
represented by the United States, which is exclusive and guided by a zero-sum game mentality. 

2025 will witness the second 10 years of WSIS. In July, the WSIS+20 High-level Meeting will be held 
in Geneva, and in December, the UN General Assembly will hold a high-level meeting to conduct 
an overall review of the implementation of WSIS outcomes. The more important significance of this 
special point of time is that today’s world has entered the era of vigorous development of artificial 
intelligence, and AI technology has made data governance and disinformation governance even more 
critical in a digital society. 

In a world of rapid development of the digital economy where governance issues are becoming 
increasingly prominent, China will actively promote practical and effective cooperation. At present, 
China has put forward a series of international documents such as the “Global Development 
Initiative”, the “Global Data Security Initiative” and the “Global Artificial Intelligence Governance 
Initiative”, aiming to contribute China’s wisdom to global development and international governance 
cooperation in the digital age. China has always believed that a global community of shared future in 
cyberspace, based on respect for the principle of sovereign equality, should and can be the object of 
joint efforts by all parties. 
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